UBND TINH QUANG NGAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Doc 1ap - Tw do - Hanh phic
Sé: 656 /SGDPT-QLCLGDCNTT Quang Ngdi, ngay 20 thang 8 ndm 2025
VIv tang cuong cong tac bao dam an
toan thong tin, an ninh mang dip Lé
Quéc khanh 02/9

Kinh gui: Cac don vi thudc va truc thuéc S¢ Gido duc va Pao tao

Theo dé nghi cia Coéng an tinh Quang Ngii tai Cong vin s6 1369/CAT-
ANM ngay 18/8/2025 vé viéc ting cudng cong tac bao dam an toan thong tin, an
ninh mang dip L& Qudc khanh 02/9, S¢ Gido duc va Pao tao yéu cau cac don vi
thudc va truc thudc S trién khai, thye hién mot s6 ndi dung sau:

1. Tang cuodng trién khai hoat dong bao dam an toan thong tin, an ninh mang

- Ra soét cac hé théng thdng tin, bao dam cac hé thong thong tin duoc trién
khai dy du céc bién phép bao vé theo cap d6 an toan théng tin, cac chinh sach an
ninh d6i véi hé thdng tuong lta, hé thdng phat hién xam nhap, hé théng phong
chéng ma doc; cap nhat hé diéu hanh may chu, tng dung, dich vu va cac hé théng
cdng nghé thdng tin khéac.

- Phan cdng luc lugng tai chd trién khai truc giam sat 24/7; cha dong theo
ddi thuong xuyén, lién tuc cac hé théng giam sat an toan théng tin tap trung, hé
théng phong, chdng ma doc tap trung dam bao xu ly, khac phuc kip thoi tan cong
mang, canh bao ma doc dugc Xac minh.

- Chu d6ng thyc hién kiém tra, danh gia, phat hién va khic phuc 15 hong bao
mat; truy tim méi nguy hai va boc g& phan mém doc hai cho toan bo may chu, may
tram trong hé thng thong tin; ra soat, cap nhat day du cac ban vé 16 héng bao mat
cho hé théng thang tin.

- Ra soét, kiém tra va boc g& cac phan mém doc hai cho toan bo may chu,
may tram trong hé thong mang; wu tién cac hé thong thong tin c¢6 dia chi IP nam
trong danh sach IP mang Botnet dugc cac don vi chirc nang canh béo.

- T6 chwc tuyén truyén, nang cao nhan thirc co ban ki nang vé an toan thdng
tin mang, canh giac vé thdng tin xau doc, tin gia va thong tin lira dao trén khong
gian mang cho can bg, cdng chuc, vién chirc va nguoi lao dong thudc don vi, dia
phuong.

2. Chi dao, quan triét can bo, cdng chtrc, vién chirc, nguoi lao dong thuong
xuyén thay d6i mat khau tai khoan thu dién tir cong vy, dam bao mat khau du
manh (d@am bao mdt khau ¢ it nhdt 8 ky tw va bao gom: chiz hoa, chiz thwong, ky
tw dac biét va chir sé), khong luu gitt mat khau trén trinh duyét Internet; tuyét doi
khong st dung Thu dién tir cdng vy caa tinh dé dang ky vao cac mang xa hoi, dién
dan va cac trang thong tin cong cong khac.
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3. Thanh vién Ddi tng ciru su ¢b an toan théng tin mang tinh Quang Ngai!
cha dong ra soét, theo ddi hé théng mang cia co quan, don vi minh va kip thoi hd
tro cong tac dam bao an toan théng tin, an ninh mang cho cac co quan Bang, Nha
nuéc trén dia ban tinh khi can thiét va c6 yéu cau cua co quan thuong truc Doi tng
cttu (Phong An ninh mang va phong chong téi pham si dung cong nghé cao, Cong
an tinh)

4. Phan cong lanh dao phu trach va cur can b, cong chuc, vién chirc lam dau
mdi chu dong theo ddi, nam va xt 1y cac vu, viéc dot xuét phat sinh, khong dé bi
dong, bat ngO’ cac sy cd an ninh mang bat thuong xay ra, trén hé thong thong tin
ciia don vi. Phai gitr théng tin lién lac thuong xuyén bang dién thoai di dong ca
nhan dé kip thoi thong bao tinh hinh.

Trong truong hop can hd tro xur ly, tng ctru va khéc phuc su ¢ dé nghi lién
hé dau mdi ki thuat: Pong chi Thuong Gy Hoang Gia Bao - Can bd, Phong An
ninh mang va phong chong t6i pham s dung cong nghé cao; Pién thoai:
0964.634.357.

Trong qua trinh trién khai thuc hién néu c6 kho khan, vuong mac, Thu
truong cac don vi kip thoi bdo cdo S6 GDDT (qua Phong Quan Iy chat lwong gido
duc va Cong nghé thong tin, Ong Tran Van Thudn, so dién thoai: 0862575279) dé
duoc huéng dan, phdi hop thyc thién.

Dé nghi c4c co quan, don vi trién khai, thuc hién./.

Noi nhn: M KT. GIAM POC
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- Céc phong thudc So;
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DPoan Thanh Nhan

1 Thanh lap theo Quyét dinh s6 418/QD-UBND ngay 02/4/2024 ctia Chii tich UBND tinh Quang Ngii.
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